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What is claimed is!:

1. A cryptography? communication apparatus3, comprising4:

cryptography recording means® including6
error-correction? coding® means for

performing?® error-correction coding8 on input data by

adding redundancy thereto!0,
interleaving!! means for arranging!? data

output from13 the error-correction coding means by sorting!4
every predetermined number!5 of bits in accordance with16 a

predefined!” rule!8 and outputting the sorted data, and

encrypting!® means for encrypting?0 the sorted
data output from the interleaving means to conceal?!
contents?? of the sorted data; and
cryptography reproducing?? means including
decrypting?4 means for receiving?s as input
data the encrypted data output from?26 the cryptography

recording means and reproduced from an arbitrary

recording medium?2’ and decrypting the encrypted data2s,

deinterleaving?? means for rearranging?® the
data output from the decrypting means by sorting every
predetermined number of bits in accordance with a30
predefined rule in order to restore3! the original order of the
data sorted by the interleaving means, and

error-correction decoding3? means for
receiving as input data the rearranged data output from the
deinterleaving means and correcting incorrect3? data in the
input data on the basis of34 the redundancy added by the

error-correction coding means.

"'We claim, I claim, What we claim is, What I

claim is, etc.

* cipher (or cypher), cryptographic, encryption,

3 . .
device, unit, etc.




* which comprises

* means + function: cryptography recording means; alternatives include: cipher recorder, cipher recording unit/device;
cryptography/cryptographic/cipher recording means/unit/device, cryptographic recorder etc. (similarly elsewhere for
means + function)

% having

7 error correction

¥ processing

? for executing, for carrying out, that performs, that carries out, that executes etc. (similarly elsewhere)
' by adding redundancy to input data

" arranging, data arranging, sorting, data sorting etc

"2 sorting, ordering

" output data of (similarly elsewhere), data outputted from (similarly elsewhere)

' arranging

'3 certain, specific, predecided

'® according to, on the basis of

' specific, certain, predetermined

' algorithm, formula

' enciphering, encyphering, encipherment, encryption, encoding

*% enciphering, encyphering

*' hide

2 content, the content

> recovery, reproduction

** deciphering, deciphering, decipherment, decryption, decoding

** accepting

*® encrypted output data of, enciphered output data of, output data of, data output from
*7 a recording medium, an arbitrary storage medium, a storage medium

*¥ performing/carrying out/executing decryption/deciperment thereof

% re-sorting, rearranging

%% another

! recover

32 processing

3 false, erroneous

** by means of, using, with, utilizing



2. LR ERlsk TR OATENOE | 2. The cryptography communication apparatus according to
FLF B AEFEOAFEIL, Z1ZE 4 | Claim 1, further comprising:

FEFREAETERICEVEMEDO DD key information35 generating36 means for

WARE X 5D Z & EREE T D55 | generating36 key information37 for each means of38 the

SR OISR 1 THELHE O HE 5815 3 | cryptography recording means, and each means of39 the

= cryptography reproducing means.

s sk % END sk sk s

3 key
% producing

T akey

3% for each of the error-correction coding means, the interleaving means, and the encrypting means

3% each of the decrypting means, the deinterleaving means, and the error-correction decoding means
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In the cryptography reproducing means, the
decrypting means 5 decrypts the data output from the

cryptography recording means40. Then, the deinterleaving

means 6 converts4! serial4? errors that remain43 in the data

decrypted by#4 the decrypting means 5 due to the presence

of45 false46 data in the encrypted data recorded on the
arbitrary recording medium into pseudo-random47 errors.

FIGs. 3A, 3B, and 3C illustrate this process48. More

specifically49, assuming that the encrypting means 3 and the
decrypting means 5 operate as block cryptography means,

when an error occurs® in data to be input to5! the decrypting

means 5 during reproduction of the data5? from the recording

medium, the error that occurred during input of the data
appears as a serial error in a block Bi in output data 13, as

indicated in FIG. 3A. In a memory configuration of a matrix

1453, as shown in FIG. 3B, the deinterleaving means 6 is

configured to sequentially write data®4 in rows55 on a

writing56 side in a direction of increasing column number57,

proceeding58 sequentially from row to row5? in a direction of

increasing row number6?, and to sequentially read dataé!

from columns®2 on a reading®3 side in a direction of increasing
row number, proceeding sequentially from column to
column®4 in a direction of increasing column number. The
above-described block Bi having the error is written in an ith
row of the memory of the deinterleaving means 6 and, on the
reading side, the data of the block Bi having the error
appears in an ith bit in each of the columns G.e., Pj,i 16 in Pj
15 shown in FIG. 3C). In this way®5, the block including serial
errors generated in the data output from the decrypting
means 5 is dispersed by the deinterleaving means so that the
errors in the data output from the deinterleaving means 6

are substantially randomized®s.

* Passive form: the data output from the cryptography recording means is decrypted by the decrypting means 5




(Similarly throughout)

*! changes, alters

42 continuous, consecutive

* remaining

* the decrypted output data of, the output data of, the (decrypted) data output/outputted from
* attributable to, corresponding to

46 incorrect, erroneous

7 pseudorandom

* operation, conversion process

* precisely

*%in the event of the occurrence of an error

*! the input data of

> when the data is reproduced

>3 In a memory configured to operate in a matrix format, as denoted by reference numeral 14, In a memory having a
configuration of a matrix 14, In a memory having a configuration of a matrix, as denoted by reference numeral 14
>* sequentially writes data, sequentially performs data writing

> each row

>0 data writing

°7 an increasing-column-number direction

> moving

> between rows

% an increasing-row-number direction

%! sequentially reads data, sequentially performs data reading

62 each column

63 data reading

% between columns

6% Accordingly, Thus, Thereby

% made random



